Watermarking schemes for authentication purposes are characterized by three factors namely security, resolution of tamper localization, and embedding distortion. Since the requirements of high security, high localization resolution, and low distortion cannot be fulfilled simultaneously, the relative importance of a particular factor is application-dependent. Moreover, block-wise dependence is recognized as a key requirement for fragile watermarking schemes to thwart the Holliman-Memon counterfeiting attack. However, it has also been observed that deterministic dependence is still susceptible to transplantation attack or even simple cover-up attack. This work is intended to propose a fragile watermarking scheme for image authentication, which exploits non-deterministic dependence and provides the users with freedom of making trade-offs among the three factors according to the needs of their applications.
INTRODUCTION
In recent years, researchers have spent enormous amount of effort investigating digital watermarking schemes to meet the needs of copyright protection and authentication of multimedia.
Usually, the schemes for copyright protection [2, 12, 14] are typically robust in the sense that the embedded watermark is expected to be preserved provided the host media is still valuable after manipulation. On the contrary, the schemes for authentication and verification of content integrity [1, 3-9, 11, 15, 16] are usually (semi) fragile in the sense that, when attacked, the embedded watermark should be entirely or locally destroyed, depending on whether the attack is a global or local tampering, so that alarms can be raised when wrong watermark is extracted. This work is intended to address the issues of fragile watermarking schemes and to propose a novel scheme for authentication purposes.
Fragile watermarking schemes for authentication purposes often find their applications in medical, forensic, broadcasting, and military applications where content verification and identity authentication are of the main concern. It is desirable that the watermarking scheme should not only be able to verify the authenticity and content integrity of the image, but also to locate the positions where tampering has taken place so that possible intention of the attacker can be interpreted. It is also important that the embedding operation should not introduce noticeable distortion to the host image. Therefore, fragile watermarking schemes are characterized by three factors namely security, resolution of tamper localization, and embedding distortion.
While low distortion and high resolution of tamper localization are important, the key concern of an authentication scheme is security. A fragile watermarking scheme must show no security gaps to attacks such as cover-up / cut-and-paste [1] and the Holliman-Memon counterfeiting attack [6] (also known as birthday attack [1] , vector quantization attack [16] , or collage attack [3, 4] ).
Cover-up attack is the operation of cutting one region / block of the image and pasting it somewhere in the same or another image. The Holliman-Memon counterfeiting attack / birthday attack is devised on the basis of the so-called birthday paradox [13, Appendix 8 .A]. According to birthday paradox, using a hash function that produces a bit string of length l, the probability of finding at least two blocks that hash to the same output is greater than 0.5 whenever roughly 2 l/2 watermarked blocks are available. The idea of the attack is to forge a new watermarked image (a collage) from a number of authenticated images watermarked with the same key and watermark / logo by combining portions of various authenticated images while maintaining their relative positions in the forged version. Fridrich et al. [3, 4] showed that, provided a larger number of images watermarked with the same key are available, counterfeiting is possible even when the logo is not known to the attacker.
Block-wise dependence is accepted as an essential requirement to combat the Holliman-Memon counterfeiting attack / birthday attack [1, [3] [4] [5] [6] [7] [8] [9] [10] [11] 15] . However, it has also been shown that with deterministic dependence, i.e., the information involved or dependent upon is deterministic, is susceptible to 'transplantation attack' or even simple cover-up attack [1, [8] [9] [10] 
, the triplets (f′ B ,f′ X , f′ C ) and (f″ B ,f″ X , f″ C ) are interchangeable without raising alarm if block f′ D is also identical to f″ D . In the light of the threat posed by the transplantation attack, non-deterministic dependence has to be imposed as a key requirement on the watermarking schemes. This is one of the key motivations of this work
Since the requirements of high security, high resolution of tamper localization, and low embedding distortion cannot be fulfilled simultaneously, the relative importance of a particular factor is application-dependent. It is therefore desirable to provide the users with the flexibility of making trade-offs among the three factors to suit the needs of their application. This is another key motivation behind the proposed scheme. 
RELATED WORKS
Generally speaking, fragile watermarking schemes can be classified into three categories according to the level of dependence on the contextual information.
Level 1:
Schemes such as the Yeung-Minzter [17] and Wong's schemes [15] , in which embedding process does not involve any dependence information, fall into this category. The lack of block-wise dependence in these schemes makes forgery an easy task. For example, a fake image with valid watermark can be constructed by swapping blocks of the authentic images in a database, which are watermarked with the same scheme using the same watermark or key.
Level 2: Schemes such as [7] and the hash block chaining scheme (HBC1) of [1] that exploit deterministic dependence by making the signature relying on the contextual information from the neighboring pixels/blocks belong to this category. Watermarked with this type of scheme, when an image block is subjected to the Holliman-Memon counterfeiting attack, the watermark detector would not be able to derive valid signature or watermark from the blocks dependent on the attacked one and, as a result, alarms in association with those blocks could be raised. For example, in [7] , Li et al. proposed to use a binary feature map extracted from the underlying image as watermark and divide the watermark into blocks. Then the right half of each watermark block is replaced with the right half of the next block in zigzag scanning path before encrypting and embedding into the LSBs of the image. Nevertheless, the dependence with deterministic context is still susceptible to the transplantation attack.
Level 3:
Schemes such as [5, 8, 9 ] and HBC2 of [1] that place randomly chosen parameters as well as the contextual information from the neighboring blocks to form a non-deterministic signature are of this level. By involving random/non-deterministic parameters in the dependence context, the signature of two identical image blocks will be different, thus, providing further resistance against transplantation attack.
However, one common limitation of the three categories of schemes is that they do not provide the users with the flexibility of making trade-offs among security, resolution of tamper localization, and embedding distortion to meet the needs of their application. Moreover, the scheme of [5] is not able to detect the cropping on the right and/or from the bottom of the watermarked image because none of the pixels on the right or below the pixel to be watermarked is involved in the watermarking process. Li and Yang proposed a 1-D neighborhood forming strategy [9] to tackle this problem by involving x pixels ahead of the pixel to be marked in the zigzag order because the direction of the zigzag-scanning path is not constant. However, one disadvantage of the scheme is that the process of turning off the false alarms is not efficient due to the variable shape of the dependence neighborhood.
PROPOSED WORK
In this work we propose a new scheme in attempt to overcome the aforementioned problems.
The proposed scheme can be employed for watermarking color and gray scale images. Without loss of generality, throughout the rest of this work we will assume that we are working with gray scale images with 8 bits per pixel. Symbols are defined as follows. 
Watermark Embedding Algorithm
Step e 1. Specify the number of watermarkable bits b of each pixel and the size (k × k pixels) of N(i) agreed with the watermark detector.
Step e 2. Generate a watermark image w of the same dimensions as the original image f with the secret key shared with the watermark detector
Step e 3. For each pixel i of the original image f
Step e 3.1. Calculate the secret dependence information S(i) according to Eq. (1) Step e 3. Step e 3.3. Adjust the b least significant bits of f(i) so that
where ⊕ is the symbol of EXCLUSIVR-OR operation.
An example of the embedding operation in Step e 3. 
Watermark Detection Algorithm
Step d 1. Specify the number of watermarkable bits b of each pixel and the size (k × k pixels) of N(i) agreed with the watermark embedder.
Step d 2. Generate a watermark image w of the same dimensions as the received image f′ with the secret key shared with the watermark embedder
Step d 3. For each pixel i of the received image f′
Step d 3. Step d 3.3. Extract watermark bit w′(i) according to Eq. (3) defined as follows
Step d 3.
Calculate the binary difference D(i) between w(i) and the extracted watermark w′(i)
using Eq. (4)
Step d 4. Turn on/off the missed alarms/false alarms according to Eq (5) to create the authenticity map A such that (Note that for the schemes reported in [1, 4, 5, 7, 9, 10, [15] [16] [17] this probability is as high as 0.5 because they only watermark the least significant bit, i.e., b = 1.) Although turning the missed alarms on does not make significant contribution, it could make the tampered areas look more 'solid', thus, creating clearer indication of tampering.
Step d 4 of the watermark-detecting algorithm is intended to serve the purpose of turning the false alarms and missed alarms (false authenticity) off and on, respectively.
Balancing security, resolution, and distortion
Embedding more bits into each pixel would certainly introduce more distortion to the watermarked image. However, this also introduces more secret information into the media thus providing higher security. In the cases where the user requires higher resolution of tamper localization and could afford higher distortion, the requirement can be met by watermarking more bits per pixel (i.e., using greater value of b in the algorithm) and involving smaller dependence neighborhood N(i) without compromising the security. Another advantage of using greater value for b is that the probability of missing alarm is lower (1/2 b ).
Calculating dependence information
There are various ways for calculating S(i). 
EXPERIMENTS
To demonstrate the imperceptibility of the proposed scheme we applied the scheme to four test images and listed the embedding distortion (PSNR) measured in dB in Table 1 . We can see that even when b = 3 (i.e. we allow the first 3 LSBs to be watermarked), the PSNRs are still higher than 37.9
dB. This feature is visualized in Figure 1 . Figure 1(a) shows the original image of F16 while Figure   1 respectively. In all cases, the distortion is not noticeable to human visual system (PSNR equal to 51.1, 44.2, and 37.9 dB, respectively). that along the boundaries of the four quadrants, wrong pixels enters the dependence neighborhood of the pixels to be authenticated, which disturb the dependence relationship. The noises appearing along the borders of the difference map is due to the fact that when establishing the dependence neighborhood we allow the image to "wrap around", i.e. the pixels along the left (upper) border of the image are treated as neighbors of the pixels along the right (bottom) border, and vice versa. This feature of "wrap around" allows the scheme to put up resistance against cropping attack.
CONCLUSIONS
In this work, we reviewed some previous watermarking schemes to identify their merits and limitations. Based on their limitations and given the challenges fragile watermarking schemes face, we propose a simple yet powerful scheme with its security relying on non-deterministic dependence information. Effectiveness of this scheme is shown in the experiments. The main merits of the proposed scheme are:
It can resist the existing attacks such as cut-and-paste, the Holliman-Memon counterfeiting attack, and transplantation attack due to the merit of non-deterministic dependence.
The balance between security, tamper localization, and embedding distortion can be adjusted by varying the size of the neighbourhood and the number of watermarkable bits according to the needs of the applications.
The post-processing scheme offers a way of enhancing localization resolution without compromising security.
Involving the neighbouring pixels in all directions in the dependence neighbourhood centred at the pixel to be marked allows the scheme to detect cropping on any sides of the image along any directions. 
